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Course Contents:

Introduction to cryptography and cryptanalysis; Basic definitions: Security services, attacks and
mechanisms; conventional encryption algorithms : DES, IDEA, RC5 and Blowfish, key distribution;
introduction to number theory, public key encryption algorithm : RSA ; message authentication code;
hash function; digital signature and authentication protocols

Course Objectives:

The student is introduced to the different types of security services to prevent attacks>

The student learns different types of convention encryption algorithms and different ways of key
distributions. The student is introduced to digital signature and message authentication protocols using
RSA

Evaluation Methods:

1. Midterm exams 4. Quizzes
2. Term project 5. Final exam
3. Assignments

Text Book and References:

Cryptography and Network Security (4th Edition) by William Stallings 2005
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